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About DSS

e (SA’s Digital Signing Solution

e Uses eSignLive FedRAMP SaaS as the core signing engine

e Reliable and Secure digital footprint

e Device independent signing

e Integrates easily with your Application or Business Process
e Eliminates Print-Sign-Scan-Upload signing process

e Saves Time, Effort and Cost
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What have we achieved thus far?

® @ -@ @ >

Product ATO Enterprise wide 3000+ Users
Selection Release for release Additional APIs
Mission, Vision Limited Use 2000+ Users and
& Goals 500+ Users DSS APIs Enhancements
DSS API Published DSS Training
framework Onboarded API for GSA 1000+
design & Consumers Users
development DSS Training
for GSA 600+
Users



DSS Solution Explained (1 of 2)
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DSS Solution Explained (2 of 2)

Secure Digitally Signed Document

" Data Sharing agreement - filledin.pdf (SECURED) - Adobe Acrobat Pro DC

=6 X

“File Edit View Window Help

Home Tools Document B8 X Q ® O

3

‘ 45 Signed and all signatures are vald. Document was updated after signing. Open Signature Panel to view the document change history.

& Sianature Panel [

Reference CIO Directive. Signature Properics e -
Signature is VALID, signed by eSignlive <signature@esignlive.com>.
@ Signing Time: 2017/12/12 10:1407 -04'00"
Please note the requestor sha" obtain a" requim Source of Trust obtained from Adobe Approved Trust List (AATL). |L|

signatures can be used).

Requestor

c.Sianed hy Neaol Phadks

[neelmadhav phadke

on 2017-12-12 |

, Security/COR (Needed for contractors)

|test cor on 2017-12-12 |

IF THERE IS AN ACCESS CONCERN, ADDITIONj

Chief Data Officer

Reason: E-SIGNED by neelmadhav.phadke@gsa.gov, ID:
690a0546-9999-4€87-8200-€102524911b5

Location: Client IP: 10.6.0.6, Transaction ID: VnQf_S9TFvNsrReqmslryn_pflk=
Validity Summary

The revision of the document that was covered by this signature has not been
altered; however, there have been subsequent changes to the document

The certifier has specified that Form Fill-in, Signing and Commenting are
allowed for this document. No other changes are permitted.

The signer's identity is valid.
Signing time is from the clock on the signer's computer.
Signature was validated as of the signing time:
2017/12/12 10:14:07 -0400

Signer Info

The path from the signer's certificate to an issuer's certificate was successfully
built

The signer's certificate is valid and has not been revoked.

Show Signer's Certificate...

of

m

ISSO/Security Team

| Advanced Properties.. Validate Signature Close.

Complete Audit Trail

Live

by Silanis

eSignLive™ Electronic Evidence Summary

Signing Ceremony ID:
ID:

Name:

Created:

Completed:

Summary document generated:

Sender:
Name:
dssteam@gsa.gov

Audit Trail:

AOi14p7ELGMKV48bheZ-OxDFwqE=
OGE Form 450A

2018-Mar-20 14:23:25 GMT
2018-Mar-20 14:30:00 GMT
2018-Mar-20 14:30:02 GMT

DSS Team

Date and Time \Recipient Action ~ [Document |IP Other

2018-Mar-20 14:26:45 GMT ’Nancy Tyler  |Login N/A 10604

2018-Mar-20 14:26:45 GNT NancyTyler ~ [Signing Session ~ [N/A 10604 Signing session

For Recipient for recipient;

nancy.yler@gsa.
gov(Nancy Tyler)

2016:Mar-20 14:26:51 GMT ‘Nancy Tyler — |View 0ged502-2005 {10604

2018-Mar-20 14:28:43 GMT NancyTyler ~ [Phone logedsz-2005 110604 00131521




Who is using DSS? (1 of 2)
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Who is using DSS? (2 of 2)

User Usage Scenario

Adhoc Users Self-sign
Self-sign and another signer
Signers within and outside of GSA

RWA Region 9 & RETA Application | Reimbursable Work Authorization (Form 2957) signing by the
Funds Certifying Official

Fleet FMS2Go Mobile App Vehicle Conditioning Report signing at the time of rental vehicle
return
PBS Data Sharing Agreement Acquiring approvals (digital signatures) from the Supervisor and

Data Owners for access to Data (tables / schemas, etc.)

AAAP Lease Signing Lease (GSA FORM L100_AAAP) signing by the Lessor, Witness
and Government Official

OGE Form 450 & 450A Signing Digital signing of Financial Disclosure Report by GSA employees

GSAAT



What's next for DSS?

e Onboard additional use cases
o CDT, Fleet STR, OHRM

e Signing using PIV card

e Add more APIs

e Migrate to enhanced Ul

e More organization wide Training sessions
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Connect with the DSS Team

e Web Page

o http://insite.gsa.qgov/dss

e Chatter Group @

o https://gsa.my.salesforce.com/ ui/core/chatter/groups/GroupProfil
ePage?g=0F9t0000000PDNN

e Email

o dssteam@aqsa.gov

e Scheduled Training

o On 3/23. Sign-up @ https://insite.gsa.gov/jedi
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http://insite.gsa.gov/dss
https://gsa.my.salesforce.com/_ui/core/chatter/groups/GroupProfilePage?g=0F9t0000000PDNN
https://gsa.my.salesforce.com/_ui/core/chatter/groups/GroupProfilePage?g=0F9t0000000PDNN
mailto:dssteam@gsa.gov
https://insite.gsa.gov/jedi
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